
Surveillance HA for XProtect 

Surveillance HA is a unique solution that provides Milestone XProtect with Zero-Loss 
Failover. The software only plug-in supports two failover configurations for maximum 
flexibility. The basic operational diagram for each active-active configuration is shown 
below:  

In the Symmetrical configuration, the Primary and the Secondary servers share the 
same configuration and form a cluster. From a Management Server perspective, both 
servers “look” like a single machine. 

In the Asymmetrical, non-clustered configuration, the Primary and Secondary servers 
maintain completely independent configurations. They can even report to different 
(and Federated) Management Servers. Surveillance HA seamlessly connects Smart 
Clients to the selected camera feed via one of two available Recording Servers. 

The following table highlights key functionalities and associated requirements: 
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Functional Description 

The following is the functional description for each failover configuration. 

Symmetrical / Clustered 

In this failover configuration, two recording servers (Primary & Secondary) are clustered 
together and are running in parallel. However, only one of them holds the 
representation token (the network identification). This means that Management Clients 
and Smart Clients will be directed to this “main” server (oblivious to the fact that there 
is a twin “shadow” server also running). Since both servers share the same 
configuration, they are both connected to the same cameras, and are recording 
independently the data to their own storage. 

In the case of a failure of the Primary server, the network representation token is 
immediately transferred to the Secondary server. This only takes a few seconds 
and Smart Clients automatically reconnect, not realizing that data is now coming from a 
different machine.  

When the Primary Recording Server resumes operations, the Secondary Recording 
Server recedes in the background and any missing data can be backfilled to the Primary 
Server.  
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Asymmetrical / Independent 

In this failover configuration, two recording servers are running independently (NOT 
clustered). For each camera, Surveillance HA keeps track of whichever Primary and 
Secondary Recording Servers are connected to it. When Surveillance HA detects that 
a camera feed is no longer available from the Primary Recording Server, it 
automatically re-routes the Smart Client to the Secondary Recording Server where this 
camera is continues to be recorded. 

When a particular camera data becomes available again from the Primary Recording 
Server, Surveillance HA will re-route the Smart Client back to it. Any missing data for that 
camera can be automatically backfilled onto the Primary Server.  
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This configuration offers the most flexibility, as pairing for failover is done at the 
camera level between ANY two Recording Servers receiving its feed. The only 
drawback is that this configuration requires an extra step to pair the cameras 
(which is highly automated!) and requires Milestone licenses for ALL Recording Servers. 

Non-Clustered HA interface with Automatic Camera Mapping: 
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